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Announcements

￭ Project 4: NetSec released
￭ Deadline: Thursday, December 4th by 11:59PM
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Interested in fuzzing?

￭ Spring 2026: CS 5493/6493: Applied Software Security Testing
￭ Everything you’d ever want to know about fuzzing for finding security bugs!
￭ Course project: team up to fuzz a real program (of your choice), and find and report its bugs!
￭ http://cs.utah.edu/~snagy/courses/cs5493/ 
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http://users.cs.utah.edu/~snagy/courses/cs5493/
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Announcements
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See Discord for 
meeting info!

utahsec.cs.utah.edu
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Final Exam

￭ Save the date: 1–3PM on Wednesday, December 10
￭ CDA accommodations: schedule exam via CDA Portal

￭ High-level details (more to come):
￭ One exam covering all course material
￭ Similar to project/quiz/lecture exercises

￭ Cheat Sheet
￭ One 8.5”x11” paper with handwritten/typed notes on both sides
￭ Suggestion: Don’t just use someone else’s—you’ll learn better making your own!
￭ Suggestion: Don’t just paste lecture slides—you’ll learn better by writing/typing it!
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Practice Exam

￭ Practice Exam released
￭ See Assignments page on the CS 4440 website

￭ Final lecture will serve as a review session
￭ Solutions discussed in-class only—don’t skip!
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Practice Exam

￭ Practice Exam released
￭ See Assignments page on the CS 4440 website

￭ Final lecture will serve as a review session
￭ Solutions discussed in-class only—don’t skip!
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Last lecture (Thursday, Dec. 4th) will 
go over the exam review solutions

Solutions won’t be posted online. 
(Reminder: attendance/participation 
makes up 5% of your course grade)

To get the most out of this, treat it 
just as you would the Final Exam
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End-of-semester Course Evals

￭ I want your feedback!
￭ 3rd time teaching this course 😃
￭ Help me improve the class!

￭ Due by December 15th
￭ https://scf.utah.edu
￭ Please please please!
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https://scf.utah.edu/blue/
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End-of-semester Course Evals

￭ I want your feedback!
￭ 3rd time teaching this course 😃
￭ Help me improve the class!

￭ Due by December 19th
￭ https://scf.utah.edu
￭ Please please please!
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If 85% of the class (122 of 143 students) 
submits an eval, we will add 5 points of 
extra credit to your Participation grades! 

https://scf.utah.edu/blue/
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Questions?
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Last time on CS 4440…
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Side Channels
Hardware Security

Hardware Supply Chain Attacks
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Side Channels

￭ What are some potential sources of indirect info emitted by your computer?
￭ Additional channels of information beyond what is directly visible/accessible to you
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Side Channels

￭ What are some potential sources of indirect info emitted by your computer?
￭ Additional channels of information beyond what is directly visible/accessible to you
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Execution TimeEmitted Radiation Power Consumption
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Side Channels

￭ What are some potential sources of indirect info emitted by your computer?
￭ Additional channels of information beyond what is directly visible/accessible to you
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Execution TimeEmitted Radiation Power Consumption

These (and other) side channels reveal 
critical information that is exploitable
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Optical Side Channels

￭ Stealing passwords via gestures
￭ ??? 
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Stefan Nagy

Optical Side Channels

￭ Stealing passwords via gestures
￭ Capture visible hand movements
￭ Assume attacker knows (or can 

easily guess) the key interface
￭ Attacker maps movements to 

pressed keys on the interface
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Stefan Nagy

Acoustic Side Channels

￭ Stealing passwords via key press noises
￭ ??? 
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Acoustic Side Channels

￭ Stealing passwords via key press noises
￭ Build model of key press noises

￭ Consider microphone
￭ Consider ambient noise

￭ Use model to infer entered data
￭ Passwords
￭ Usernames
￭ Phone numbers
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Other Side Channels

￭ How memcmp() works under the hood:

19

What is the side 
channel here?

bool checkPW(char *testPW, char *realPW, int len) {

    for (int i = 0; i < len; i++) {

        if (testPW[i] != realPW[i]) {
            return false;
        }
    }

    return true;
}
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Other Side Channels

￭ How memcmp() works under the hood:
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ABCDEFGH == PASSWORD
￭ False on first iteration

PASSEFGH == PASSWORD
￭ True on iterations 1–4
￭ False on fifth iteration

More code executed 
for a correct symbol!

Password Login Attempts:
bool checkPW(char *testPW, char *realPW, int len) {

    for (int i = 0; i < len; i++) {

        if (testPW[i] != realPW[i]) {
            return false;
        }
    }

    return true;
}
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Other Side Channels

21

How can this side channel be exploited?
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Other Side Channels
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How can this side channel be exploited?

Attacker: CRCDEF

Server: False
Server took 2ms to respond

Attacker: CHIDEF

Server: False
Server took 4ms to respond

“CHI”…
Getting 
warmer!
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Other Side Channels
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How can this side channel be exploited?

Attacker: CHIEFS

Server: True
Server took 7ms to respond

Through timing analysis, attacker can infer the 
correctness of individual password symbols!
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Avoiding Side Channels

￭ Solution:
￭ ???
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Avoiding Side Channels

￭ Solution:
￭ Constant-time implementation (e.g., using bitwise AND-ing)

25

bool checkPW(char *testPW, char *realPW, int len) {

bool result = 1; // integer equiv of “true” 

for (int i = 0; i < len; i++) {

        result &= ca[i] == cb[i];

        return result;
    }
}
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Avoiding Side Channels

￭ Solution:
￭ Constant-time implementation (e.g., using bitwise AND-ing)

26

bool checkPW(char *testPW, char *realPW, int len) {

bool result = 1; // integer equiv of “true” 

for (int i = 0; i < len; i++) {

        result &= ca[i] == cb[i];

        return result;
    }
}

PASSEFGH == PASSWORD
￭ False on last iteration

ABCDEFGH == PASSWORD
￭ False on last iteration

PASSWORD == PASSWORD
￭ True on last iteration

Guess: PASSEFGH
Bit: 11110000
Result: False

Password Login Attempts:

True and False run 
for identical time!
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Hardware Threats
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Hardware

Firmware

Hypervisor

Operating System

Applications

The foundation 
of our computers
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Hardware Threats
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Untrusted Hardware

Firmware

Hypervisor

Operating System

Applications

Weaknesses weaken 
the entire system

The foundation 
of our computers



Stefan Nagy

Hardware Threats

￭ Hardware Trojans:
￭ ???
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Hardware Threats

￭ Hardware Trojans:
￭ Attack pre-inserted into chip
￭ Will be exploited at run time
￭ Remotely triggered by attacker

￭ Small
￭ Stealthy
￭ Controllable
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Hardware Threats

￭ Counterfeit and recycled chips:
￭ ???

31



Stefan Nagy

Hardware Threats

￭ Counterfeit and recycled chips:
￭ Have a shorter lifespan—leads cell bias and/or earlier wear-out
￭ Absolutely dangerous for security-critical use cases
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Questions?
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No Class or Office Hours Next Week
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This time on CS 4440…

35

Cyber-physical Systems & 
Internet-of-Things Security



Luis Garcia 1

Cyber-physical Systems and 
IoT Security

A Brief Introduction

CS 4440
University of Utah
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Luis Garcia

2

https://iotrustlab.com

My Research: CPS/IoT Security, Safety, &
Privacy, XAI for Sensor data, Medical IoT

Course: CS 5464 (Coming back Fall 2026)

Office: MEB 3450

U of U

USC, ISI

UCLA

Rutgers

U of Miami

Asst. Prof. (Since July)

Research Lead (2020-2023)

Postdoctoral Fellow (2018-2020)

Ph.D.

M.S. + B.S.
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Our society increasingly relies on cyber-physical/IoT autonomy…

3

From safety-critical infrastructure…

…to making our lives 
more efficient…
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…sometimes at odds with security…
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…sometimes at odds with privacy
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Luis Garcia

…sometimes at odds with safety…
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Innovation only leads to more questions…

7

Black-box models == black-box guarantees?



Luis Garcia

Topics covered in the first half of my course*

8*(subject to slightly change) 

Module 1: Security in a nutshell

Module 2: CPS/IoT Program Analysis

Module 3: Formal Modeling and 
Verification of CPS

Module 4: From Models to Exploits

Safe!
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Topics covered in the second half of my course*

9*(subject to slightly change) 

Sensor abstractions
Module 6: Sensors and Perception 

Security & Privacy

Module 7: Establishing Trust for CPS

• Trusted computing/Hardware Support
• Remote Attestation
• Explainable and Verifiable Inferences



Cross-Domain 
Threats

Retrofitting Security 
for CPS

Enabling Research Infrastructure 
(NSF Research Infrastructure: 

SPHERE)

Future Directions + 
Concluding Thoughts

Security of 
Engineered Systems 

(CPS)

10
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Increasingly under 
attack!

Cyber-Physical Industrial Control Systems (ICS)

11
Electric Power Grid Nuclear Reactor

Factory AutomationWater Treatment

Attacker Objective:   
Maximize Physical Impact 

through Stealthiness
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HistorianSCADA

Admin Laptop

PLC1 PLC2

Purdue Model of Modern Industrial IoT

Business Server

HMI Engineering Server

Level 
4

Level 
3

Level 2

Level 
1

Level 
0

Manufacturing
Sector Conveyor BeltRobot High-bay Warehouse
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3: Lateral 
Movement

Attacker

1: Initial 
Penetration

Chemical Dosing

NaC
l

HCl NaOC
l

Pump Raw Water

Mixer

Pump

Ultrafiltration 
Tank

HistorianSCADA

Admin Laptop

PLC1 PLC2

2: Recon

4: Config 

Modification

5: False 
Command

6: False Status Data

IIoT Attacks

Business Server

HMI Engineering Server

Oldsmar, Florida Water Treatment Plant Attack+

Level 
4

Level 
3

Level 2

Level 
1

Level 
0
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￭ A malware that takes into account the 
physical topology of the ICS

￭ Model
○ Uses physical models to optimize control 

commands for an adversarial objective function

￭ PLC infection: compromising the PLC’s 
firmware

○ Utilize the firmware update mechanism to replace 
firmware over the network

○ Local firmware modifications, e.g., SD card or JTAG 
implantation

○ Run-time attacks, e.g., network exploits or remote 
code execution vulnerabilities (FrostyURL)

More Advanced Attack:
Harvey: Model-Aware Rootkit (NDSS 2017)

16
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Physics-Awareness: 2-Way Data Manipulation

17

Firmware

actual measurements

legitimate control

Normal OperationFirmware with Rootkit Attack Operation
Benign Physical Model

Malicious Physical Model
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Evaluating Physics-Aware Malware on a Power System

18

Distribution Lines

SCADA

PLC
(Main Control)

IEDs

Generation 
Unit

FIU Power System Testbed
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Evaluating Physics-Aware Malware on a Power System
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Distribution Lines

SCADA

PLC
(Main Control)

IEDs

Generation 
Unit

FIU Power System Testbed
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Evaluating Physics-Aware Malware on a Power System

20
Actual System MeasurementsHMI Measurements

looks like stable operation… …in reality, it’s unstable!
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￭ Designed over 20 years ago
○ Isolated
○ No security in mind
○ Access was local (not remote; no internet)

￭ Today
○ Connected to too many things
○ Remote control access

￭ General Issues
○ Lots of (vulnerable) proprietary protocols
○ Very hard to patch (reluctant vendors)

The Trouble with SCADA

21
”Legal Informatics, Privacy, and Cyber Crime,” Sandro Etalle, ‘18
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￭ CISA ICS Advisory Report 2023
￭ “Forever-Day” Vulnerabilities: 

○ Architectural and interoperability impacts
○ No simple way to “patch” a protocol vulnerability
○ Orgs have to deal with these CVEs for a long time

ICS Vulnerability Trends

22
“ICS Vulnerabilities: First Half of 2023,” SynSaber + ICS[AP] Analysis
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I/O

Firmware

Control 
Logic

PLC

Central Control (SCADA)

Sensor Actuator Network

Industrial Control System

Physical Plant
y’= 𝒙

Control Systems Engineering 
Workflow

y’ = x1 + x2

Physical
Modeling

Modeling 
Simulation

(e.g., Simulink)

ADD
x1
x2

y

Generated 
Controller Code

Traditional cybersecurity  
focuses on software  + 
network vulnerabilities

Opportunity: Leverage semantics to retrofit security!

CPS Security == “Security of Engineered Systems”
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Security of 
Engineered 

Systems (CPS)

Cross-Domain 
Threats

Retrofitting 
Security for CPS

Enabling Research 
Infrastructure

Future Directions + 
Concluding Thoughts

24
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￭ Security or Privacy Failures that may 
intentionally lead to physical threats

￭ For instance, a cyber threat in a smart 
home may lead to

○ physical harm to things, environments, or 
occupants

○ Financial harm to owners of environments
○ Reputational or financial harm to owner or 

occupants through exposure of personal 
information

Cross-domain (Cyber-physical) Threats: 
Information Technology (IT) vs Operational Technology (OT) Convergence?

25
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Cyber Threats vs. Cyber-physical Threats

26

Is there a difference?

L. Yan, DAPRA FIRE Program Overview
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DARPA FIRE Program:
“Vulnerabilities that arise from the composition of hardware, software, and 
physical sub-systems where each component may not be vulnerable in-and-of 
itself.”

Cyber-physical Threats

27
L. Yan, DAPRA FIRE Program Overview
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￭ CISA ICS Advisory Report 2023: 670 new ICS-related vulnerabilities in first 
half of 2023

Recent ICS Vulnerability Trends: 
Common Vulnerabilities Across Physical Domains

28
“ICS CVE Research Report: First Half of 2023,” SynSaber + ICS[AP] Analysis
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￭ CISA ICS Advisory Report 2023: 670 new ICS-related vulnerabilities in first 
half of 2023

Recent ICS Vulnerability Trends:
Common Vulnerable Vendors Across Physical Domains

29
“ICS CVE Research Report: First Half of 2023,” SynSaber + ICS[AP] Analysis
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￭ CISA ICS Advisory Report 2023

Recent ICS Vulnerability Trends:
Common Vulnerable Vendors Across Physical Domains

30
“ICS Vulnerabilities: First Half of 2023,” SynSaber + ICS[AP] Analysis
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More General Taxonomy of ICS Attack Tactics, 
Techniques, and Procedures (TTPs)
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Recent Work: Inferring Cross-Domain Physical Threats (RICSS ‘24)

32
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Recent Work: Inferring Cross-Domain Physical Threats (RICSS ‘24)

33

Create knowledge base of known 
attacks and their physical impact
grounded in formal ontology for 

representing sensors/actuators

Leverage Knowledge Base to 
Infer Threats Across Domains
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Security of 
Engineered 

Systems (CPS)

Cross-Domain 
OT Threats

Enabling 
Research 

Infrastructure 
(SPHERE)

How do 

Future Directions + 
Concluding Thoughts

34
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Retrofitting Security: Physics for the Sake of Security

35

• Problem: Legacy devices (such as PLCs) 
don’t support a hardware trusted 
computing base (TCB) for remote 
attestation

Patt: Physics-based Attestation of 
Control Systems (RAID ’19)
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Patt: Cyber-Physical Remote Attestation for PLCs

Verifier
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Report + PhyPUF

Check
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Encode soRware measurement (safely) 
into physical process
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Patt: Cyber-Physical Remote Attestation for PLCs

Verifier

Check
report

Measurement
Database Simulator

Read Sensor Input

Write Actuator OutputTrusted

Untrusted

Control Logic

Attestor

Idle-Timer

M
ea

su
reChallenge

Hash(control logic)

Hashn(Hash(cl))

Report + PhyPUF

Check
PhyPUF

Detect attackers who target software 
and/or physical system…

without additional trusted hardware!

Encode software measurement (safely) 
into physical process
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More Defenses: Physics for the Sake of Security

38

• Problem: Legacy devices (such as PLCs) 
don’t support a hardware trusted 
computing base (TCB) for remote 
attestation

• Problem: How can we monitor physical 
semantics in more general multi-process 
settings? 

Patt: Physics-based Attestation of 
Control Systems (RAID ‘19)

Cyber-physical Control Behavior
Integrity (ICCPS ’20)
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Scadman: Control Behavior Intrusion Detection using 
Cyber-physical Digital Twins

￭ An intrusion detection 
solution for distributed 
ICS

￭ Hybrid Digital Twin 
Model

○ Uses physical state 
estimation for IDS

○ Updates physical state 
estimation based on 
software control flow

39
“Control Behavior Integrity for Distributed Cyber-physical Systems,” ICCPS ‘20



if(y_input > 0)

open_valve_y();

if(s_input > 0)
{
open_valve();

}
else
{
close_valve();

}

open_valve();

𝑓(𝑥) = 𝑥̇!

if(s_input > 0)

𝑓(𝑥) = 𝑥̇"

close_valve_y();

*Software Control Flow
-Control Flow Integrity

*Affects physical actuation!

close_valve();

𝑓(𝑥) = 𝑥̇# bad_code()

PLC1

Control Behavior Integrity

NaOH

PLC1
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Central Control 
(SCADA)

Historian

HMI

Firmware

PLC 1

I/O Mod

Control 
Logic (CL1)

PLC 2

I/O
Firmware

CL2

PLC 3

Firmware
CL3

I/O

Scadman-Monitor
(Digital Twin)

CL1

CL2 CL3

!𝑥 𝑘 + 1

Sensor Actuator Network Control-flow Data-Flow

Scadman St
at

eE
st

.

Scadman Overview

41
“Control Behavior Integrity for Distributed Cyber-physical Systems,” ICCPS ‘20
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ICS Network

Scadman Digital Twin IDS

Sensor 
Values

Physical State 
Es[mator

x̂ = x * Actuator1

Consolidated CFG

Sensor1< 
Threshold?

Actuator1:= On

True

Triggers

x

t0
0

t0 t1
Estimated

Error Threshold
Actual

Anomaly Detec[on

*Hybrid system state es[ma[on

42



Evaluation: Water Treatment Testbed
• Evaluated against known set of 

ICS attacks from 
– 7 days worth of data
– Multi-point attacks included

• Detected all attacks
– Also detected  faulty sensor data
– Zero false positives

• No overhead on ICS operation 
– Scadman utilizes historian data

43

We can effectively monitor 
software and physical states 

across an ICS
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Security of 
Engineered 

Systems (CPS)

Cross-Domain 
Threats

Retrofitting 
Security for CPS

Enabling Research 
Infrastructure

Future Directions + 
Concluding Thoughts

44



Luis Garcia

￭ Rising Cyber/Physical Threats
￭ Severe Operator Shortages
￭ Difficult to test realistic 

attack/failure scenarios on live
systems

○ (also a bottleneck for research)

(Some) Critical Challenges in Modern Critical Infrastructure

45

Opportunity: What role should intelligent agents have in 
CPS decision-making and develop standards, datasets, and 
tools that guide their use in high-stakes domains. 
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How do we enable cybersecurity experimentation 
research for ICS?

￭ Several testbeds available

○ Water treatment, power grid, smart 
manufacturing…

￭ Limitations of ICS testbeds:

○ Requires domain experts to actively 
configure and operate experiments

○ Expensive!

○ Inflexible architectures

○ Testbed maintainers are often very 
closed/cautious

○ Often lack the “human” factor!

46
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Vision for CPS Nodes: Remotely Accessible ICS 
Cybersecurity Experimentation

48

Distributed Control 
System

48

Large Water Plant Process Digital Twin
(High Fidelity Simulation Signals)

Small Water Plant Process Digital Twin
(High Fidelity Simulation Signals)

Oil Treatment
(High Fidelity SimulaCon Signals)

We already have collected 
several real-world use 

cases
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￭ BYOT: Provide abstractions to add a high-fidelity ICS infrastructure to control existing testbed 
equipment

￭ Agentic infrastructure for cyber intelligence and operation
￭ XR Abstractions for human feedback/training/interaction on live systems

Near-Future/Ongoing Plans

49
miniSWaT (U of U- Luis Garcia)Smart Manufacturing Testbed (U of U- Mu Zhang)



Luis Garcia

￭ Cyber-intelligent agents: this is the more 
traditional agent being considered in these 
contexts (and the original idea of our NSF 
ACTION collab) where agents can help with 
situational awareness and communicate 
with operators.

￭ Simulating live attackers 
￭ Modeling human factors:

○ Simulating operator interaction for testing
○ Augmenting (or filling in for) real operators 

How else can “agents” help?

50
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Security of 
Engineered 

Systems (CPS)

Cross-Domain 
Threats

Retrofitting 
Security for CPS

Enabling Research 
Infrastructure

Future Directions + 
Concluding Thoughts
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Other Projects: Formally Verifying PLC Code against Safety 
Properties

52

Raw Water Source

PLC

TankLevel

UpperThreshold (H)

Safety:  L<TankLevel<H

LowerThreshold (L)

Verified Hybrid Program

PLC Structured Text

Semantic
+ Syntactic 
Translation
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Neuroplex: Training
Tomorrow’s Talk: 
Trustworthy IoT-in-the-loop Neuroscience  

B C

D E

A

NSF NCS #2124252

Complex 
Context 
Shifts
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￭ Attackers can opportunistically leverage physical properties of CPS—
exploiting IT/OT convergence

￭ For legacy systems, we can opportunistically leverage physical 
properties to retrofit security

￭ We are actively building a large ICS testbed with real-world use cases 
across multiple domains to enable accessible ICS security research

Concluding Thoughts

54
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￭ Attackers can opportunistically leverage physical properties of CPS—
exploiting IT/OT convergence

￭ For legacy systems, we can opportunistically leverage physical properties to 
retrofit security

￭ We are actively building a large ICS testbed with real-world use cases across 
multiple domains to enable accessible ICS security research

￭ Ongoing and Future Work
○ Human-in-the-loop CPS: Safety, security, and privacy guarantees
○ Secure Peripheral Abstractions in Cyber-Physical Systems
○ Neurosymbolic Architectures for Trustworthy Cyber-physical Systems

Concluding Thoughts

Luis Garcia
la.garcia@utah.edu

https://iotrustlab.com


