Week 12: Lecture A

Election Cybersecurity

Tuesday, November 11, 2025




Announcements

Project 3 grades are now available on Canvas

Think we made an error? Request a regrade!
= Valid regrade requests:
=  You have verified your solution is correct
(i.e., we made an error in grading)

Project 3 Regrade Requests (see Piazza pinned link):
Submit by 11:59 PM on Monday 11/17 via Google Form
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Announcements

Project 4: NetSec released
= Deadline: Thursday, December 4th by 11:59PM

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

4 Project 4: Network Security

Deadline: Thursday, December 4 by 11:59PM.

Before you start, review the course syllabus for the Lateness, Collaboration, and Ethical Use policies.

You may optionally work alone, or in teams of at most two and submit one project per team. If you have
difficulties forming a team, post on Piazza’s Search for Teammates forum. Note that the final exam will cover
project material, so you and your partner should collaborate on each part.

The code and other answers your group submits must be entirely your own work, and you are bound by the
University’s Student Code. You may consult with other students about the conceptualization of the project and the
meaning of the questions, but you may not look at any part of someone else’s solution or collaborate with anyone
outside your group. You may consult published references, provided that you appropriately cite them (e.g., in your
code comments). Don't risk your grade and degree by cheating!

Complete your work in the CS 4440 VM —we will use this same environment for grading. You may not use any
external dependencies. Use only default Python 3 libraries and/or modules we provide you.

Helpful Resources

* The CS 4440 Course Wiki
¢ VM Setup and Troubleshooting

\ » Terminal Cheat Sheet

Table of Contents:

¢ Helpful Resources
* Introduction
* Objectives
» Start by reading this!
o Packet Traces
o Attack Template
o Wireshark
* Part 1: Defending Networks
o Password Cracking
o Port Scanning
> Anomalous Activity
o What to Submit
o Part 2: Attacking Networks
o Plaintext Credentials
o Encoded Credentials
o Accessed URLs
o Extra Credit: Transferred Files
> What to Submit

* Submission Instructions

J
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Project 4 Progress

Working on Part 1

0%
Finished Part 1, working on Part 2

0%
Finished both Part 1 and Part 2

0%
None of the above

0%

.. Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app -.



Announcements

See Discord for
meeting info!

utahsec.cs.utah.edu




Kahlert School of Computing

Graduate Program
Open House

Information session for )
prospective graduate
students ¢

What to expect from graduate school RSVP / Zoom links:

Reasons to pursue graduate career

Perspective of alumni and current students

How to prepare your application (and a statement of
purpose)

November 14, 3:00pm - 5:00pm

MEB 3147 (LCR) and Zoom ( free pizza—please RSVP )

SCHOOL OF COMPUTING
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Announcements

Instructor on work travel next week
= Presenting our GUI fuzzing work at ASE'25 &

Guest lectures planned for both days
= Week 13A: Cyber-physical Systems Security
= Guest speaker: Dr. Luis Garcia (Asst. Prof @ UofU)
= Week 13B: Binary Reverse Engineering
= Guest speaker: Zao Yang (researcher in my group)

Attendance not graded for these lectures...

= But you should definitely show up
= These are major hot topics in security!

SCHOOL OF COMPUTING
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https://github.com/FuturesLab/GUIFuzzPlusPlus

Last time on CS 4440...

Security in Practice:
Tor—The Onion Router




Anonymity Primitive: Onion Routing

Each message is ?7?? Router A Key

Router B Key
Router C Key

Message

Router C
Source Destination

>
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Anonymity Primitive: Onion Routing

Each message is repeatedly encrypted
= Analogy: multiple layers of an onion

Router A Key

Router B Key

Router C Key
Sent through multiple network nodes
= These nodes are called onion routers
= Each node removes an encryption layer to
uncover the message routing instructions
= Process repeats when sent to next router

Message

Anonymity: prevents ??? Source R%”J_f{m%m»n

SCHOOL OF COMPUTING
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Anonymity Primitive: Onion Routing

Each message is repeatedly encrypted
= Analogy: multiple layers of an onion

Router A Key

Router B Key
Router C Key
Sent through multiple network nodes
= These nodes are called onion routers
= Each node removes an encryption layer to
uncover the message routing instructions
= Process repeats when sent to next router

Message

Anonymity: prevents any intermediary  |source N Bestination

. (] [ ] »
nodes from knowing message origin,

destination, and contents

SCHOOL OF COMPUTING
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Onion Routing Visualized

Sending data to a website

A

Client Entry Middle Exit Website

Receiving data from a website

Client Entry Middle Exit Website

SCHOOL OF COMPUTING
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Tor: The Onion Router

Tor: a distributed overlay network
= Anonymizes TCP-based applications
= Secure shell
= Web browsing
= Instant messaging

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy 13



Tor: The Onion Router

Tor: a distributed overlay network ‘ .
= Anonymizes TCP-based applications
= Secure shell Entry Exit

= Web browsing

. I n Sta nt m essagi n g . ’f/“_ﬁk’w‘xh\ ‘ . A

i 27?2
Clients choose 2?2 Client Middle Website

ff ‘ .
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Tor: The Onion Router

Tor: a distributed overlay network
= Anonymizes TCP-based applications
= Secure shell
= Web browsing
= Instant messaging

Clients choose the circuit paths
= Messages unwrapped at each onion

router using a symmetric key
Onion routers only know 2?? . .

Middle
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Tor: The Onion Router

Tor: a distributed overlay network
= Anonymizes TCP-based applications
= Secure shell Entry
= Web browsing

= Instant messaging .
Clients choose the circuit paths

Client

. Middle
= Messages unwrapped at each onion

router using a symmetric key ‘ .
Onion routers only know their
successor or predecessor nodes
= They don’t know of any other nodes

SCHOOL OF COMPUTING
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How Tor Works

Entry guard  yumm Encrypted by Tor

z§ mmm Not encrypted by Tol

Tor Y 4

Network § ' —o—o

[ | Destination
Middle relay Exit relay

R
T

Tor Client

¥
&
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Attacking Tor

Possible attacks against Tor?

SCHOOL OF COMPUTING
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Attacking Tor

Possible attacks against Tor?

Leak DNS requests when they aren’t transmitted via Tor

Perform volume/timing analysis to characterize behavior

Add malicious nodes to intercept unencrypted exit traffic

SCHOOL OF COMPUTING
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Attacking Tor

Possible attacks against Tor?

Leak DNS requests when they aren’t transmitted via Tor
= Defense: ???

Perform volume/timing analysis to characterize behavior
= Defense: 7??

Add malicious nodes to intercept unencrypted exit traffic
= Defense: ?7?

SCHOOL OF COMPUTING
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Attacking Tor

Possible attacks against Tor?

Leak DNS requests when they aren’t transmitted via Tor
= Defense: enforce all DNS requests through Tor encryption

Perform volume/timing analysis to characterize behavior
= Defense: inject noisy data to throw off analysis heuristics

Add malicious nodes to intercept unencrypted exit traffic
= Defense: never use unencrypted protocols—use HTTPS

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH Stefan Nagy
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Who uses Tor?

SCHOOL OF COMPUTING
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Who uses Tor?

Normal People
=  Privacy-conscious folks

Intelligence Agencies
=  Secret agents in the field

Law Enforcement
=  Online “undercover” operations

Journalists and Bloggers
=  Citizen journalists inspiring social change

Activists and Whistleblowers
= Raising their voice and avoiding persecution

White-hat and Black-hat Hackers

= And everyone in between!

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH Stefan Nagy
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Who uses Tor?

The anonymous
Internet

Daily Tor users
per 100,000
Internet users
Il > 200

I 100 - 200
I 50 - 100
I 25 - 50

VUT_FJI

PYF

Daily Tor users
NCL

10,000
2,500
1,000

SCHOOL OF COMPUTING
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What services get hidden?

%

THIS HIDDEN SITE HAS BEEN SEIZED

by the Federal Bureau of Investigation,
in conjunction with the IRS Criminal Investigation Division,
ICE Homeland Security Investigations, and the Drug Enforcement Administration,
in accordance with a seizure warrant obtained by the
United States Attorney’s Office for the Southern District of New York
and issued pursuantto 18 U.S.C. § 983(j) by the
United States District Court for the Southern District of New York

SCHOOL OF COMPUTING
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Positive Tor Use Cases

Privacy is a
human right




SCHOOL OF COMPUTING
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Recap: Project 4 Overview

Focuses on network packet analysis

= Leveraging data contained within packets to
achieve network defenses and attacks

Scenario: helping a fictional university

secure its enterprise campus network

= Detect and characterizing likely attacks
= Demonstrate how info can be intercepted

SCHOOL OF COMPUTING
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Recap: Project 4 Overview

We provide a series of network packet traces (pcaps)
=  Your job: write scripts to analyze them!

d4 c3 b2 al 02 00 04

Part 1: detecting network attacks o 60 00 30 00 oo 00 o

00 00 04 00 01 00 00

24 byte PCAP Header
Link-Layer Type = Ethernet (0x00000001)

00 45 d4 Se 18 8e Oc 00 16 byte Packet Header

= Password cracking, port scanning, SYN floods AR RIS | Timestamp = 1 June 2020

00 le ec 26 d2 ac 26 eziFPacket length = 66 bytes (0x00000042)

06 49 6b 31 08 00 45 02

00 34 30 8c 40 00 72 06 66 bytes of Packet Data

81 7f 2e 69 63 a3 c@ a8 Destination MAC = 00:1e:ec:26:d2:ac
Source MAC = 26:02:06:49:6b:31

Part 2: stealing sensitive information o4 83 cF 32 00 50 30 25 | Souce ac < 9502054

ee 7b 00 00 00 00 80 c2
Destination IP = 192.168.4.2

= Unencrypted credentials, browsing history 55 78 o1 63 03 0 61 o1
. . d e 2c
= Extra credit: stealing transfered files Y < 1o by PacketHeader oss)

CLRCENCLE1e ec 26 d2 ac

SCHOOL OF COMPUTING
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Recap: Project 4 Overview

We provide a series of network packet traces ( )
Your job: write scripts to analyze them!

d4 c3 b2 al 02 00 04 09 } 24 byte PCAP Header

Pa rt 1: d ete Cti ng 00 00 00 00 00 00 00 00 Link-Layer Type = Ethernet (0x00000001)

00 00 04 00 01 00 00 00
. . 00 45 d4 Se 18 8e Oc 09 16 byte Packet Header

Password cracking, port scanning, SYN floods BRI R RY, ~ Timestamp - 1 dune 2020

00 le ec 26 d2 ac 26 02 Packet length = 66 bytes (0x00000042)

06 49 6b 31 08 00 45 02

00 34 30 8c 40 00 72 06 66 bytes of Packet Data
° 81 7f 2e 69 63 a3 cO a8 Destination MAC = 00:1e:ec:26:d2:ac
Part 2: Stea“ ng 04 02 cf 3a 00 50 8d a5 Source MAC = 26:02:06:49:6b:31
. . R ee 7b 00 00 00 00 80 c2 SoumeIP::4610599163
Unencrypted credentials, browsing history df e e b ) IR SEETeR A
o . YNy R00 45 d4 Se 2c 77 16 bvte Packet Head
Extra credit: stealing transfered files TR \_ pocrt oroth ~ o4 boes (0400000036)

CLRCENCLE1e ec 26 d2 ac

You will use Python 3’s Scapy library
= A huge and powerful packet analysis API...
= But we'll really only use a few parts of it

SCHOOL OF COMPUTING
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Recap: Scapy Fundamentals

#!/usr/bin/python3
import logging

Python API for programmatic

: logging.getLogger("scapy.runtime").setLevel(logging.ERROR)
packet capture and analysis e
= Think of it as “Wireshark in API form” import re
def parsePacket(packet):
We pro\“de Skeleton Code template if not packet.haslayer("TCP"): return
#
= Sets-up the packet parsing workflow # TODO: finish implementing parsePacket()!
#
return
if _ _name__ == "__main__":
for packet in rdpcap(sys.argv[1]):
parsePacket (packet)
e Stefan Nagy 31



Recap: Scapy Fundamentals

. #!/usr/bin/python3
Python API for programmatic import logging
paCket Captu re and analySiS iﬁgzlzgégsfzig{gz;;:i:aiy.runtlme").setLevel(logglng.ERROR)
= Think of it as “Wireshark in API form” import re
def parsePacket(packet): 1
We provide Skeleton Code template if not packet.haslayer("TCP"): return
#
= Sets-up the packet parsing workflow # TODO: finish implementing parsePacket()!
= Your job: finish implementing the fetum
function parsePacket()
if _ _name__ == "__main__":
for packet in rdpcap(sys.argv[1]):
parsePacket (packet)

SCHOOL OF COMPUTING
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Recap: Scapy Fundamentals

#!/usr/bin/python3
import logging

Python API for programmatic

paCket Captu re and analySiS iﬁgzizgégsfzig{gz;;:i:aiy.runtime").setLevel(logging.ERROR)
= Think of it as “Wireshark in API form” import re
def parsePacket(packet): 1
We provide Skeleton Code template if not packet.haslayer("TCP"): return
#
= Sets-up the packet parsing workflow # TODO: finish implementing parsePacket()!
= Your job: finish implementing the fetum
function parsePacket()
if _ _name__ == "__main__":
. o for packet in rdpcap(sys.argv[1]):
You may also add additional code parsePacket (packet)

= E.g., global variables or data structures
= E.g, printing functionality in main()

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy 33



Recap: Scapy Fundamentals

Only a few things you'll need... (o R B
= Get a packet’s TCP flags: B

Scapy API reference

scapy.ansmachine

k " T C P n f 1 scapy.as_resolvers Scapy: create, send, sniff, dissect and manipulate network packets.
p a C e t . a g S scapy.asnifields

scapy.asnipacket Usable either from an interactive console or as a Python library. https:/scapy.net
scapy.automaton
.. R Subpackages
'sd
.b: {
= Get a packet’s destination port

scapy.config  scapy.contrib package
scapy.consts * scapy.layers package

“TCP"].dport

packet] .dpor Submodules

scapy.error

« scapy.ansmachine

scapy fields  scapy.as_resolvers
y scapy.interfaces o scapy.asnifields
= Get a packet’s source IP address
eeapy.packet « scapy.automaton
tor

[ p a C k e t [ " I P " ] . S r' c ] \ ) o scapy.base_classes )

®  Get a packet’s TCP payload:

[ bytes(packet["TCP"].payload) .decode( 'utf-8', 'replace’) ]

SCHOOL OF COMPUTING
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Recap: Suggested Workflow

M “Ethemet 4 = m) X

Before you start writin g a Scapy script, sl o ) T AR S i R N Vi G

AR 2@ IBRB QoS Qe

inspect the trace manually via Wireshark e - ———

. . , | 428 3.994768 192.168.1.106 lsynergy 68
442 4.402758 192.168.1.106 168.1. synergy 68
= Super helpful for viewing a packet’s contents S ahae a2
. — : 464 5.290740 192.168.1.106 192.168.1.213 synergy 68
n U th t b t t p y pt pp h 486 5.826760 192.168.1.106 192.168.1.213 synergy 68
se IS T0 DOOtstra our scri Sa roach: 494 5.978736 192.168.1.106 192.168.1.213 synergy 68
512 6.186737 192.168.1.106 192.168.1.213 synergy 68
519 6.314737 192.168.1.106 192.168.1.213 synergy 68
532 6.426754 192.168.1.106 192.168.1.213 synergy 68 v
< >

Frame 428: 68 bytes on wire (544 bits), 68 bytes captured (544 bits) on interface \L
Ethernet II, Src: ASUSTekC_14:f6:e8 (38:d5:47:14:f6:e8), Dst: Apple 9d:dc:83 (a@:78:
Internet Protocol Version 4, Src: 192.168.1.106, Dst: 192.168.1.213
Transmission Control Protocol, Src Port: 24888, Dst Port: 49727, Seq: 1091, Ack: 72¢
Vv Synergy Protocol
Packet Length: 1@
Packet Type: Key Released (DKUP)
Vv Key Released
Key Id: 116
Key Modifier Mask: 8192
Key Button: 20

< >

G
j

2000 a@ 78 17 9d dc 83 ELNCCINRVANCIRI-MT: 038 00 45 00 x
2010 @0 36 10 da 42 @@ 30 96 @0 00 c@ a8 @1 6a c@ ad 6@

@1 d5 60 e@ c2 3f 8d dc d4 58 89 67 72 ca 5@ 18 See? X-gr-P
94 @1 84 b3 20 22 20 20 00 @a 44 4b 55 50 @@ 74 . DKUP -t
20 00 @0 14

@ 4 Packet Type (...ype), 4bytes| Packets: 1156 - Displayed: 44 (3.8%) " Dropped: 0 (0.0%) || profile: Default

SCHOOL OF COMPUTING
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Recap: Suggested Workflow

No. Time Source Destination

o _ o . 2 A .0.
. . ° 4 0.008429 10.0.0.2 10.128.0.2
Inspect the trace manually via Wiresharlk s .
. . 7 0.016830 10.0.0.2 10.128.0.2
= Super helpful for viewing a packet’s contents gofemd 1Dt oo
. . ’ 10 0.025243 10.0.0.2 10.128.0.2
= Use this to bootstrap your script’s approach! 110.026672  10.128.0.2 10.0.0.2
12 0.028038 10.128.0.2 10.0.0.2
13 0.030523 10.128.0.2 10.0.0.2

4
. » Frame 2: 58 bytes on wire (464 bits), 58 bytes captured (464 b
» Ethernet II, Src: 42:01:0a:f0:00:01 (42:01:0a:f0:00:01), Dst:
For eaCh target; answer the fOllOWIng: » Internet Protocol Version 4, Src: 10.128.0.2, Dst: 10.0.0.2
v Transmission Control Protocol, Src Port: 80, Dst Port: 3222, S

=  What packet fields matter? SOUEE g En

Destination Port: 3222

[st index: 1]
= How to extract relevant data? [TcP Segnent Len: o]
. Sequence number: © (relative sequence number)
= How to store and process this data? Sl o T T b

0110 .... = Header Length: 24 bytes (6)
»|Flags: ©x012 (SYN, ACK

Window size value: 29200
[Calculated window size: 29200]
Checksum: 0x4268 [unverified]
[Checksum Status: Unverified]
Urgent pointer: ©
» Options: (4 bytes), Maximum segment size
» [Timestamps]

SCHOOL OF COMPUTING
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Recap: Suggested Workflow

No. Time Source Destination

. e . 1 0.000000 10.0.0.2 10.128.0.2

Befo re you Start ertlng a Scrl pt’ 0.005514 10.128.2 1000
R . 4 0.008429 10.0.0.2 10.128.0.2

Inspect the trace manually via coleier  daismes 10.0.0.2
N N , 7 0.016830 10.0.0.2 10.128.0.2

Super helpful for viewing a packet’s contents e Lot
. . ’ 10 0.025243 10.0.0.2 10.128.0.2

Use this to bootstrap your script's approach! 11 0.026672 10.128.0.2 10.0.0.2

12 0.028038 10.128.0.2 10.0.0.2

13 0.030523 10.128.0.2 10.0.0.2

4

. » Frame 2: 58 bytes on wire (464 bits), 58 bytes captured (464 b
» Ethernet II, Src: 42:01:0a:f0:00:01 (42:01:0a:f0:00:01), Dst:

For eaCh ta rget] answer the fO“-OWI ng: » Internet Protocol Version 4, Src: 10.128.0.2, Dst: 10.0.0.2

v Transmission Control Protocol, Src Port: 80, Dst Port: 3222, S

What matte r? Source Port: 80

Destination Port: 3222

[Stream index: 1]
How to relevant data? [TcP Segment Len: 6]
. Sequence number: © (relative sequence number)
? [Next sequence number: © (relative sequence number)]
HOW to thls data' Acknowledgment number: 1 (relative ack number)

Window size valﬁe: 29200

Finalize your high-level game plan first! Ghbcis DYaene iR

[Checksum Status: Unverified]

= Then start developing your solution scripts! y e R e e

» [Timestamps]

SCHOOL OF COMPUTING
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This time on CS 4440...

Election Cybersecurity
Voting Technology
Computerized Voting
Attacking Voting Systems




Why have them?

SCHOOL OF COMPUTING
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4 )

What Security Requirements do

election systems need to enforce?
N Y,

SCHOOL OF COMPUTING
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What security requirements must election systems enforce?

Nobody has responded yet.

Hang tight! Responses are coming in.

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Requirement #1: Integrity

Goals: ?7??

SCHOOL OF COMPUTING
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Requirement #1: Integrity

Goals: outcome matches voter’s intent

= Votes are cast as intended
= \otes are counted as cast

'PRESIDENT .'
BARACK / MITT
OBAMA ROMNEY |

DEMOCRAT REPUBLICAN /&

SCHOOL OF COMPUTING
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Requirement #1: Integrity

OFFICIAL BALLOT, GENERAL ELECTION
PAUM BEACH COUNTY, FLORIDA

NOVEMBER 7, 2000

C

(REPUBLICAN)
GEORGE W. BUSH . presioent
DICK CHENEY - vice pResioent

(DEMOCRATIC)
AL GORE - presioent
JOE LIEBERMAN - vice PRESIDINT

(LIBERTARIAN)
HARRY BROWNE - pacsiorw
ART OLIVIER

(GREEN)
RALPH NADER -assiors
WINONA LaDUKE . vice pResioit

JAMES HARRIS - aistomT
MARGARET TROWE - vice PRESIDINT

e eewe T T =

(SOCIALIST WORKERS)

(NATURAL LAW)
JOHN HAGELIN paesioet

y ba

| NAT GOLDHABER -vice phesioiNT

OFFICIAL BALLOT, GENERAL EIECVIDI\
PALM B!

EACH COUNTY, FLORIDA

NOVEMBER 7, 2000

(REFORM)
PAT BUCHANAN - paesioen
EZOLA FOSTER - wice paesioext

.

(SOCIALIST)
DAVID McREYNOLDS - paesioent
MARY CAL HOLLIS -vice presioest

(CONSTITUTION)
HOWARD PHILLIPS - presioent
J. CURTIS FRAZIER -vice presioont

(WORKERS WORLD)
MONICA MOOREHEAD - presiomt
GLORIA La RIVA -vice resioent

WRITE-IN CANDIDATE
To vote for a write in candidate, follow the

directions on the long stub of your ballot card.

llot" used in Palm Beach County was suspected of
\ausing Al Gore's supporters to accidentally vote for Pat Buchanan

o

Stefan Nagy
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Requirement #1: Integrity

L Must convince loser that they lost }

OOOOOOOOOOOOOOOOO
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Requirement #2: Confidentiality

Goals: ?7??

SCHOOL OF COMPUTING
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Requirement #2: Confidentiality

Goals: nobody can figure out how you voted

... even if you try to prove it to them

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

uf
lllllllllllll

RETURN SERVICE REQUESTED

, Official
: Ballot

Enclosed

P

‘SaLTI020M020

'''''''''''''''''''''''''''''''''''''''''''''''''

Stefan Nagy



Requirement #3: Authentication

Goals: ?7??
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Requirement #3: Authentication

Goals:

= Only authorized voters can cast votes
= Each voter can cast at most one vote

Acceptable Photo IDs

WIDzivar iForMED  US PASSPORT WI DRveR, Stats ID,
o License L 'B0OK or CARD ox IDPP RECEIPT

[l Photo ID required (Strict)

Photo ID requested (Non-strict)

. Non-photo ID required (Strict)

. Non-photo ID requested (Non-strict)
[ ] No ID required to vote

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy 50



Requirement #4: Availability

Goals: ?7??

SCHOOL OF COMPUTING
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Requirement #4: Availability

Goals:
= All authorized voters have opportunity to vote
= System is able to accept all votes on schedule
= System can produce results in a timely manner

65':?"‘;:%“ iVote

IVote ¢o

ser V
e Npro terrupt lon
8ress
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Tension Between these Properties

Ballot Integrity < ----+  Ballot Confidentiality

Voting Availability < ----+  \oter Authentication

SCHOOL OF COMPUTING
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Early Voting Technology




Voice Voting

SCHOOL OF COMPUTING
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Voice Voting
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Voice Voting
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Voting by Ballots

For Delegate to Congresa.
FKRANCIS GEHOB!.

For Representatives.
P

o

Fér County Commissioners.

M,LQRIB
,  For Treasuror.
74%_ S
For Surveyor.

/W W‘/S"/‘:7!

For Assessor.

Lo ittrltnd

For Coroner.
i DCuT o

For Constable.

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

1880
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.

REPUBLICAN
TICKET.

e

STATE TICEET.

For Governor,
WILLIAM LARRABEE,
Of Fayette County.

For Licutenant Governor,
JOHN A, T. HULL
Of Polk County.

For Judge of the Supreme Courr,
GIFFORID §. ROBINSON,
Of Buena Vista County.

For Supeniatendent of Public Instruction,
HENRY SAEIN,

Of Clinton County.

County Ticket

Far Senator 'ﬂnrt\ «1xlh District,
J. P. PATRICK

For Representative Sev c'mclh District,
W, W, GOODWIN,

For Auditor,
JULIUS H. BUHLMAN.
For Treasurer,

For Sheriff,
WILLIAM WELLMAN.

1888
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Voting by Ballots
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Democratlc anary

Electlon
RICHLAND COUNTY

September 12, 1916

e |

For House of Representatives. .
(Vote for four, scratch others.)

F. WM. CAPPELMANN.

JOHN W. CREWS.

W Dr-HAMPTON:

JAS. A. HOYT.

M. C. LUMPKIN.

F-E-MIECER™

R.H. WELCH.

For Sheriff. .
(Vote for One, Scratch other.)
'

GEO. W. TAYLOR.

For Coroner.
_(Vote for One, Scratch other.)

J. A. SCOTT.

-

/873
() DEMOCRATIC.

FOR MAYOR,
[:] AUGUST LEUZ, JR.

CORXER BURLINGTON AND JOUNSON STREETS,

FOR TREASURER

D GEORGE W. KOONTZ §43

NO. 620 EAST DURLINGTON STREKT,
FOR CITY SOLICITOR,
FRANK J. HORAK

NO, 120 DODGE STREET.

FOR ASSESSOR,

FOURTH WARD

FOR TRUSTEE,

JOHN U. MILLER Z4

EANT MAlln ATHRERT

1] F. A. HEINSIUS
NO 1”5 KAST MARKET STREET,

Stefan Nagy

O HEUBLICAN

FOR \IAY()R

l’___] CHAS. LEWIS <Z/

NO, 227 NORTH CLINTON STRERT,

FOR SOLICITOR,
il L.H FULLER /2&/

NO. 422 SOUTH DUBUQUE STREET.

FOR TREASURER,

FOR ASSESSOR,

[] I W. LATHROP /78

NO. §18 10WA AVENUE,

FOUﬁTH WARD.

FOR TRUSTEE,

[___| J. C. LEASURE
COM. YAN NUNREN AT, AND 1OWA AVENUE

i/
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Voting by Ballots

{ Weaknesses? }
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Ballot Boxes
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Ballot Boxes

92 b ____FRANK LESLIE'S JLLUSTRATED NEWSPATER. (Furx 10,1658

* FUE STUPPEN'S DALLOT-YOX CLOSED UP.

STUFFER'S BALLOT-BOX.
We give three views of the *“Staffer’s Ballot-Dox,™ which will give
the reailer a clear idea of the mordus operandi of conducting tlie
cleetions in Son Francisco, and p whhl{ in some of our mortheen

Chice,  The drawinge were mado from the bax nure i pomemion of
the Vigilance Comenittee. It was from ballots taken from this
that kee Sullivan mnde out the cleetion returns that securcd

Casey his oflice of Supervisor. 'The box is about two fect lon and
fourteen inclies wide, ind a foot and painted o8 the outside
dark sky-bluc color. ' It had monlding or hiete nrood the uttom,
and at tho top next the lid.  The lock, which looked Tike an ordi
nary one, s 2o conatrieted that lhnulﬂ\ it is worked with a koy, it |
mizht al4o be opencd by o pecaliar 5»« T \pon one 1330 of the . |
There was an nn;.cr Yole in lhcl ddle of the Jid, ard some of the
wax with wi t the closing of the polls yehen
mnaining. Tt scenus that the bos wab wsed lont
on in lhr Screnth ward, ond the vates were atill
% at the ballos-box, fow would nu»r«x tho con:
biit on further and mikute ¢ mation it wna
a false bottmn and 3 falx e, bl in geoove,
el were packed yuantitics of spatiuus yotes all

orking the machine seems 10 Niave been thils:
Ter of the votes sehicl the initiated wished 1o clect,
weze prepared amd secreted under and behind the false bottom anil
slde. The eleetion was held : Smith was the nian to be clected, but
Brown way the man of the people’s cloice. Theo polls were Then
closed, and the box scaled and piseed in the Bands of some one in
the secret,  The stuffer then drew out the false bottom ot his ten

venienee, turneil the Lox upside down, shoved the bottom bac H
Smith had a ma{orm of the votes @ or suppose Brown had “1
& majority, the false ide nmg’ullxd down, and anviher reseevoir

votes for Smith was upened. Smith cow had a triumphant m;
though the scal ha not been d; or I nothing clsc -nmh do,
2 handful of vores for Smith might be easily thrown in, and in each THIE STUITER S HALLUT«HON==ENTERLION VIEW.

case the lid would probably be opened, and polled votes corresponds
ing with the number of thie stuffed ones be withdravn.  One thing
was certain=Sinith would he clected,
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Ballot Boxes

{ Countermeasures? }
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Ballot Boxes
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Voting Machines

Sept. 15, 1936. 5. R SHOUP ET AL 2,054,102
VOTING NACHINE
Filed July 25, 1323 27 Sheots-Sheat 1
Ligd.
4 2 % .

il um”ﬂ‘m,mf
\. Hhuﬂt”’

1 i |
|[||»!il lu ”h |

29. '/'7,5 i/ 7 R 8l
5 | i I -;“ | 1| M!‘!

1 1 S S o o o /

— T Samuet 2. Seonp aad
BB, Ransiw F Stetp

MWy theis au’owur
i
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achines

5

/vms SIDE UP

FOR DEMONSTRATION USE
ONLY

INSERT CARD X
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Voting Machines
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ws.)

(REPUBLICAN)
GEORGE W. BUSH -presioent
DICK CHENEY - vice presioent

(DEMOCRATIC)

AL GORE - presioent
JOE LIEBERMAN - vice pResIDENT

(REFORM)
PAT BUCHANAN - pResiDenT

EZOLA FOSTER - ViCE PRESIDENT

(LIBERTARIAN)

HARRY BROWNE - presioent
ART OLIVIER - vice pRESIDENT

(SOCIALIST)
DAVID McREYNOLDS - presioent

MARY CAL HOLLIS - vice PRESIDENT

(GREEN)

RALPH NADER - presioent
WINONA LaDUKE - vice prResiDenT

(CONSTITUTION)
HOWARD PHILLIPS - presinent
J. CURTIS FRAZIER - vice PRESIDENT

(SOCIALIST WORKERS)
JAMES HARRIS - presioent
MARGARET TROWE . vice pResIDENT

(WORKERS WORLD)
MONICA MOOREHEAD - presioent
GLORIA La RIVA . vice PRESIDENT

(NATURAL LAW)

JOHN HAGELIN - presipent
NAT GOLDHABER - vice PRSIDENT

WRITE-IN CANDIDATE

To vote for a write-in candidate, follow the

directions on the long stub of your ballot card.

Stefan Nagy
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Voting Machines

LT L LI LD

4 corners 3 corners 2 corners 1 corner

0 corners
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Computerized Voting
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Early Computer-based Voting

DRE Machine Optical Scanner

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy 70



i SCANTRON. ftemrmeme
H susJecT
Beleeccicocssscoocpocsssssetleesssococlasssssonsiesssssess
il < - -
;1

0N
=
c
c
(4]
(&)
(7))
I
R
)
Q.
o

71

Stefan Nagy

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH



ing

o
-
1]
5
(7o

1Ca

Opt

i
|
I
M

i)

Use a No. 2 Pencil

0, .0,0/6

Fill oval completely

+

Sl Jo #29
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PSS o.oooo»o.&.
.
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D Jfr OO
) 0.0,»6

Y 4
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Qi
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{
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Optical Scanning

#2 pencil, works everywhere.
Black ink, may not work for IR.
Blue ink, raay not work for IR.

Red ink, may not work for IR,
@ il not work for red!

infrared visible ultraviolet

1000 800 700 600 SO0 400 300
wavelength, nanometers

OFFICIAL
Random County,

LLOT
omestate

INSFRUCTIONS: Tovote foracan
didd4ig fill in the oval to the left of
the ke, Use pencil or black ink!

ESIDENT
{(¥pte for one)

G. Washington

A. Lincoln

{write in)

S. CONGRESS
ote for one)

S. Raybum
J.G. Cannon

M. Longworth

(write in)

Il

Il
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UNIVERSITY OF UTAH

Stefan Nagy

73



Attacks against Computerized Voting




Sequoia AVC
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Sequoia AVC
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Attacking the Sequoia AVC

&, IDA - \avc\ROMs\AVC.idb (U203_68A2.DAT) a =] 3]
File Edit Jump Search View Options Windows Help
ID"EH"""H*[K&]}EWL “Text SILCDFunc 3|§||-+XHEEDJ|P I
DEA|0A2AS /B[ DBNY |8 T[[[oadne IR F AL O]
Bon||omomeg - =NX[|2t-8-vSHK-~ /| : s %% |uh|A2A¥ A8
[Z) 1D viewa I 5] Hex View-AI i Expottsl ER Imponsl N Namesl )| Functionsl "t Slringsl B Sl«uctulesl En Enumsl J
ROM:1361 LCDPrint: ; DATA XREF: ROM:088D8To ;l
* ROM:1361 call GetLCDPort 5 Sp—4: ushort LCD_ID
* ROM:1364 1d a, b
* ROM:1365 or c
* ROM:1366 jr nz, continue
* ROM:1368 1d bc, 8 ;5 Invalid LCD_ID, return 8
* ROM:136B ret
ROM:136C ; ——————— -
ROM:136C
ROM:136C continue: ; CODE XREF: LCDPrint+5Tj
* ROM:136C 1d hl, 6
* ROM:136F add hl, sp
* ROM:1378 1d e, (hl)
* ROM:1371 inc hl
* ROM:1372 1d d, (hl) ; de = String;
* ROM:1373 1d E, €
ROM:z1374
ROM:1374 loop: ; CODE XREF: LCDPrint+2C}j
ROM:1374 ; LCDPrint+351j ...
* ROM:1374 1d h, 8
* ROM:1376 push hl ; push GetLCDPort result
* ROM:1377 call WaitForReady ; Waits for the port specified as the
ROM:1377 ; parameter to clear its busy bit. Re
ROM:1377 ; when not busy, 8 on timeout.
* ROM:137A pop hl
* ROM:137B or c =
* DNM=-4970 in Lo L3 Vasnenn
< | LFI
|[ROM:0808B [Au: idle Down |Disk: 34GB | 7
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Attacking the Sequoia AVC

Return-oriented Programming (ROP)
Use code gadgets to achieve functionality

previous frame ptr

<: string “/bin/sh”

system()’'s first arg

(i AAAAAAAAA. . .\0B

foo()'s first arg system()’s return addr

foo()'s return addr Address of system()

main()'s frame ptr AAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAA

vV VY v vy

Buffer (non-executable)

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

Can DREs Provide Long-Lasting Security?
The Case of Return-Oriented Programming and the AVC Advantage

Stephen Checkoway Ariel J. Feldman Brian Kantor
UC San Diego Princeton UC San Diego

J. Alex Halderman Edward W. Felten Hovav Shacham
U Michigan Princeton UC San Diego

Abstract

A secure voting machine design must withstand new at-
tacks devised throughout its multi-decade service life-
time. In this paper, we give a case study of the long-
term security of a voting machine, the Sequoia AVC
Advantage, whose design dates back to the early 80s.
The AVC Ad: was designed with ising secu-
rity features: its software is stored entirely in read-only
memory and the hardware refuses to execute instructions
fetched from RAM. Nevertheless, we demonstrate that an
attacker can induce the AVC Advantage to misbehave
in arbitrary ways —including changing the outcome of
an election—by means of a memory cartridge contain-
ing a specially-formatted payload. Our attack makes es-
sential use of a recently-invented exploitation technique
called return-oriented programming, adapted here to the
Z80 In return-oriented ing, short
snippets of benign code already present in the system

The AVC Advantage voting machine we studied.

(which does not include the daughterboard) in machines
decommissioned by Buncombe County, North Carolina,
and purchased by Andrew Appel through a government
auction site [2].

Stefan Nagy
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Diebold DRE
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Reverse Engineering the Diebold DRE
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Reverse Engineering the Diebold DRE

PANEL LINK|

REV 4.2
ACCUVote-TS~R6 MOTHERB

ey [yl
| SDRAM EXTENSION BOARD
| SORAM SXTENSION 20

SCHOOL OF COMPUTING
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Reverse Engineering the Diebold DRE

File Edit Search View Debugger Options Windows Help

L R L L LR - | #] =+ x
ERNEEL era DB NY[[eT] |3
B[ B v = N x[[26~ #vw S MK~ £ : s 8% | ub&

EERIEI R YA
:I_I-lll-_-ln-ll-l--_l-l___-_l-lﬂ

47 Functions window (S8 [ (523 10AViewA |[52) [ HexViews (521 B Stuctues [[52)En Enuns |[53 8 Inpons (5213 Expons |
Function name - ADD RO, SP, #0x178+var_EC

BL cipherObject_ ; Inits a crypto object with key material
b
ALEIORNEIonanIcRa) aDD RO, SP, WOx178+var_16C
isub_A2E40 BL GetHoduleFileName
“hsuo_p2s4 b0 R, SP, aex178 164
o . SP, #8x178+var
“fisub_AZE60 BL sub_ng668 g
i PreGetSK LDR R2, =aBsSecurity_cf ; “bs-security.cf”
N#nullsub_36 Hoy R1, RO
e ADD RO, SP, #0x178+var_168
7 LoadSecurity BL __H_YA_AUCString_ ABUO_PBG_Z ; operator+(CString const &,ushort const x)|
isub_A312C ADD RO, SP, #0x178+var_164
sub_A314C BL __1cString__QAA_XZ ; CString::~CString(void)
E ADD RO, SP, #0x178+var_16C
usub_‘mﬁﬂ BL _1I:String_ulm_)(2 ; CString::™CString(veid)
i WeirdPreGetsk ADD B, sp, #0x178+CFile
msuh A3238 BL

LDR n1, [sp #0x178+var_168]
4 GetSystemKey o
) PeadBSSec Moy nz unxsnuu
“WieBSSec b 2inleérmrnstom:ne
“sub_A3778 cHp RO, #6
SanitSystemKeyGlobal Bne loc_A3420

jsub_A37F8
gunknown_lioname_22
Ssub_A3840

RO, #OXC
“jsub_A384C BL malloc
“isub_A3858 cHP RO, #0
fisub_A388C BNE___Fail
isub_A389C ¥ 11 v
Tisub_AJBAC } ENw EAN L
jsub_A38BC _AfxThroutenoryException_YAXXZ ; AFxThroulenoryException(void)] 1oy RO, R
1 4 % : ;
f‘s‘:ﬁf’*””” } Fail i ql.mmﬂunp;“_gnanle to open the security settings fi
[ Vlails 000 * | BL Excentiontessage
read 100.00% (65484) (65559) 00092778 000A3378: ReadBSSec
Oulput window =
Copyright (c) 1990-2009 Python Software Foundation - http://www.python.org/ X

IDAPython version 1.1.0 final_ (serial 0)
Copyright (c) 2004-2009 Gergely Erdelyi - http://d-dome.net/idapython/

Python|
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Attacking the Diebold DRE

President of the United States

George Washington
Framers Party

 Reporting Clear Totals

: Transfer Results Set For Election
a : Accumulator Supervisor Functions Be n ed ict Arn (9) Id
Redcoat Party
E
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Attacking the Diebold DRE

President of the United States

George Washington
Framers Party

Benedict Arnold

George Washington
Benedict Arnold Redcoat Party
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE

Replacement Access Keys

* 2 keys that allow easy service access to the Tally
Printer and replacement battery compartment

GS-567311-1000 $5.90 USD per set
$6.90 CAD per set

Enter a quantity |

add to your order »

ORDER BY PHONE 800.769.3246
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Attacking the Diebold DRE

Security Analysis of the Diebold AccuVote-TS Voting Machine

Ariel J. Feldman®, J. Alex Halderman®, and Edward W. Felten™t

*Center for Information Technology Policy and Dept. of Computer Science, Princeton University
tWoodrow Wilson School of Public and International Affairs, Princeton University
{ajfeldma, jhalderm, felten}@cs.princeton.edu

September 13, 2006

Abstract

This paper presents a fully independent security study of a Diebold AccuVote-TS voting machine,
including its hardware and software. We obtained the machine from a private party. Analysis of the
machine, in light of real election procedures, shows that it is vulnerable to extremely serious attacks.
For example, an attacker who gets physical access to a machine or its removable memory card for
as little as one minute could install malicious code; malicious code on a machine could steal votes
undetectably, modifying all records, logs, and counters to be consistent with the fraudulent vote count
it creates. An attacker could also create malicious code that spreads automatically and silently from
machine to machine during normal election activities—a voting-machine virus. We have constructed
working demonstrations of these attacks in our lab. Mitigating these threats will require changes to the
voting machine’s hardware and software and the adoption of more rigorous election procedures.

Stefan Nagy
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Attacking the Diebold DRE

Ben: Ao
George: 668

Memory Card
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Attacking the Diebold

DRE

Hursti Hack

Article  Talk

From Wikipedia, the free encyclopedia

The Hursti Hack was a successful attempt to alter the votes recorded on a Diebold optical scan voting machine.

Participants [edit]

XA Add languages v

Read Edit View history Tools v

The hack is named after Harri Hursti.

The participants were:

e lon Sancho, Supervisor of Elections, Leon County, Florida.

e Thomas James, Information Systems Officer for Leon County, Florida

* Bev Harris, Black Box Voting founder

» Kathleen Wynne, Black Box Voting Associate Director

e Harri Hursti, computer programmer and security expert

e Hugh Thompson, application security expert and Ph.D. in math

» Susan Bernecker, former Republican candidate for New Orleans city council.

e Susan Pynchon, Director of Florida Fair Elections Coalition
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Other Machines
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Other Machines

- ™
Every examined machine

has critical security flaws!
N Y
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Other Machines

LILY HAY NEWMAN SECURITY 08.28.18 11:04 AM

VOTING MACHINES ARE STILL
ABSURDLY VULNERABLE TO
ATTACKS

ES) BILL CLARK/GETTY IMAGES

WHILE RUSSIAN INTERFERENCE operations in the 2016 US

presidential elections focused on misinformation and
targeted hacking, officials have scrambled ever since to

shore up the nation’s vulnerable election infrastructure.

New research, though, shows they haven’t done nearly
enough, particularly when it comes to voting machines.

Voting Machine Manual Instructed
Election Officials to Use Weak

Passwords

A vendor manual for voting machines used in
about ten states shows the vendor instructed
customers to use trivial, easy to crack
passwords and to re-use the passwords when
changing log-in credentials.

States and counties have had two years since the 2016 presidential election to
educate themselves about security best practices and to fix security vulnerabilities in
their election systems and processes. But despite widespread concerns about
election interference from state-sponsored hackers in Russia and elsewhere,

apparently not everyone received the memo about security, or read it.

An election security expert who has done risk in several states since

The Socialist
Memelords
Radicalizing
Instagram

6 minutes ago

This Guy Wants to
Open a DIY Tesla
Repair Shop

anhour ago

Scientists Found
Antibiotic-Resistant
Bacteria In Space

2hours ago

Supreme Court
Weighs Whether
Apple’s App Store Is
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Internet-based Voting

Risks?
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Risks of internet-based voting?

Nobody has responded yet.

Hang tight! Responses are coming in.

.. Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Internet-based Voting

Risks? ( b

Web Vulnerabilities

Malware

Fraudsters

Denial of Service
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Internet-based Voting

S INJAMERIGA:

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy 98



Post-election Auditing
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Post-election Auditing

Redundancy + multiple failure modes = greater security

| STATEWIDE / ESTATAL

GOVERNOR

SCOTT WALKER 4= =g
Rosuticano
ARTHUR KOHL-RIGGS 4m  mg
I Reputicana

P

STATEWIDE / ESTATAL |
(CONT)

LIEUTENANT GOVERNOR
(Vote for ONE / Vote po UNO) |
You may vote only ONCE for
the Office of Lieutenant Governor. |
iUsted puede votar 36io por UN
icandidato al cargo de Vicegobernador!

PRIMARY

ISAAC WEIX 4 =@

Democrasc f Demécrata |

MAHLON MITCHELL 4mm -l
Damierats

IRAROBINS 4= =g

Democrase ! Demserata

>

Memory Card

—

But... redundancy only helps if we use both records!
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Post-election Auditing

Better ideas?

The Voter

o |

Downloads and & ‘}‘ The voter then votes and

installs the Voting =y submits their ballot to a secure I I
Booth blockchain based ballot box,
while retaining anonymity and

ballot secrecy.

 followmyvote.com

If a voter changes their mind, they have the ability to change
their vote at anytime in the days leading up to the election.

Securely submits identity 203025 The vqter has been (Election officials can decide to turn off or on this capability
information for verification. authorized to cast a depending on laws and election rules)
+ - ballot by both the ID
=== verifier and registrar. Using their vote account, the voter can go into the ballot box

and verify for themselves that their vote was cast as intended.
The Voter can even audit each ballot in the ballot box to
confirm the election results are accurate. All while retaining
privacy and top level security.

Registers for the election
they qualify to vote in.
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Next time on CS 4440...

Side Channel Attacks & Hardware Security




