
Stefan Nagy

Week 12: Lecture A 
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Tuesday, November 11, 2025

1



Stefan Nagy

Announcements

￭ Project 3 grades are now available on Canvas 

￭ Think we made an error? Request a regrade!
￭ Valid regrade requests:

￭ You have verified your solution is correct
(i.e., we made an error in grading)
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Project 3 Regrade Requests (see Piazza pinned link):
Submit by 11:59 PM on Monday 11/17 via Google Form
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Announcements

￭ Project 4: NetSec released
￭ Deadline: Thursday, December 4th by 11:59PM
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Announcements

5

See Discord for 
meeting info!

utahsec.cs.utah.edu
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Why
PhD?

Kahlert School of Computing

Information session for
prospective  graduate
students
• What to expect from graduate school
• Reasons to pursue graduate career
• Perspective of alumni and current students
• How to prepare your application (and a statement of 

purpose)

November 14, 3:00pm – 5:00pm
MEB 3147 (LCR) and Zoom ( free pizza—please RSVP )

RSVP / Zoom links:

Graduate Program
Open House
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Announcements

￭ Instructor on work travel next week
￭ Presenting our GUI fuzzing work at ASE’25 😀

￭ Guest lectures planned for both days
￭ Week 13A: Cyber-physical Systems Security

￭ Guest speaker: Dr. Luis Garcia (Asst. Prof @ UofU)
￭ Week 13B: Binary Reverse Engineering

￭ Guest speaker: Zao Yang (researcher in my group)

￭ Attendance not graded for these lectures…
￭ But you should definitely show up
￭ These are major hot topics in security!

7

https://github.com/FuturesLab/GUIFuzzPlusPlus
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Last time on CS 4440…
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Security in Practice:
Tor—The Onion Router
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Anonymity Primitive: Onion Routing

￭ Each message is ???
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Anonymity Primitive: Onion Routing

￭ Each message is repeatedly encrypted
￭ Analogy: multiple layers of an onion

￭ Sent through multiple network nodes 
￭ These nodes are called onion routers
￭ Each node removes an encryption layer to 

uncover the message routing instructions
￭ Process repeats when sent to next router

￭ Anonymity: prevents ???
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Anonymity Primitive: Onion Routing

￭ Each message is repeatedly encrypted
￭ Analogy: multiple layers of an onion

￭ Sent through multiple network nodes 
￭ These nodes are called onion routers
￭ Each node removes an encryption layer to 

uncover the message routing instructions
￭ Process repeats when sent to next router

￭ Anonymity: prevents any intermediary 
nodes from knowing message origin, 
destination, and contents
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Onion Routing Visualized
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Tor: The Onion Router

￭ Tor: a distributed overlay network
￭ Anonymizes TCP-based applications

￭ Secure shell
￭ Web browsing
￭ Instant messaging 
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Tor: The Onion Router

￭ Tor: a distributed overlay network
￭ Anonymizes TCP-based applications

￭ Secure shell
￭ Web browsing
￭ Instant messaging 

￭ Clients choose ???
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Tor: The Onion Router

￭ Tor: a distributed overlay network
￭ Anonymizes TCP-based applications

￭ Secure shell
￭ Web browsing
￭ Instant messaging 

￭ Clients choose the circuit paths
￭ Messages unwrapped at each onion 

router using a symmetric key

￭ Onion routers only know ???
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Tor: The Onion Router

￭ Tor: a distributed overlay network
￭ Anonymizes TCP-based applications

￭ Secure shell
￭ Web browsing
￭ Instant messaging 

￭ Clients choose the circuit paths
￭ Messages unwrapped at each onion 

router using a symmetric key

￭ Onion routers only know their 
successor or predecessor nodes
￭ They don’t know of any other nodes
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How Tor Works
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Attacking Tor

￭ Possible attacks against Tor?
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Attacking Tor

￭ Possible attacks against Tor?

￭ Leak DNS requests when they aren’t transmitted via Tor

￭ Perform volume/timing analysis to characterize behavior

￭ Add malicious nodes to intercept unencrypted exit traffic
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Attacking Tor

￭ Possible attacks against Tor?

￭ Leak DNS requests when they aren’t transmitted via Tor
￭ Defense: ???

￭ Perform volume/timing analysis to characterize behavior
￭ Defense: ???

￭ Add malicious nodes to intercept unencrypted exit traffic
￭ Defense: ???
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Attacking Tor

￭ Possible attacks against Tor?

￭ Leak DNS requests when they aren’t transmitted via Tor
￭ Defense: enforce all DNS requests through Tor encryption

￭ Perform volume/timing analysis to characterize behavior
￭ Defense: inject noisy data to throw off analysis heuristics

￭ Add malicious nodes to intercept unencrypted exit traffic
￭ Defense: never use unencrypted protocols—use HTTPS
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Who uses Tor?

￭ ???
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Who uses Tor?

￭ Normal People
￭ Privacy-conscious folks

￭ Intelligence Agencies 
￭ Secret agents in the field

￭ Law Enforcement 
￭ Online “undercover” operations

￭ Journalists and Bloggers
￭ Citizen journalists inspiring social change

￭ Activists and Whistleblowers 
￭ Raising their voice and avoiding persecution

￭ White-hat and Black-hat Hackers
￭ And everyone in between!
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Who uses Tor?
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What services get hidden?
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Positive Tor Use Cases
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Questions?
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Recap: Project 4 Overview

￭ Focuses on network packet analysis
￭ Leveraging data contained within packets to 

achieve network defenses and attacks

￭ Scenario: helping a fictional university 
secure its enterprise campus network
￭ Detect and characterizing likely attacks
￭ Demonstrate how info can be intercepted
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￭ We provide a series of network packet traces (pcaps)
￭ Your job: write scripts to analyze them!

￭ Part 1: detecting network attacks
￭ Password cracking, port scanning, SYN floods

￭ Part 2: stealing sensitive information
￭ Unencrypted credentials, browsing history
￭ Extra credit: stealing transfered files

29

Recap: Project 4 Overview
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￭ We provide a series of network packet traces (pcaps)
￭ Your job: write scripts to analyze them!

￭ Part 1: detecting network attacks
￭ Password cracking, port scanning, SYN floods

￭ Part 2: stealing sensitive information
￭ Unencrypted credentials, browsing history
￭ Extra credit: stealing transfered files

￭ You will use Python 3’s Scapy library
￭ A huge and powerful packet analysis API… 
￭ But we’ll really only use a few parts of it
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Recap: Project 4 Overview
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Recap: Scapy Fundamentals

￭ Python API for programmatic 
packet capture and analysis
￭ Think of it as “Wireshark in API form”

￭ We provide skeleton code template
￭ Sets-up the packet parsing workflow
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Recap: Scapy Fundamentals

￭ Python API for programmatic 
packet capture and analysis
￭ Think of it as “Wireshark in API form”

￭ We provide skeleton code template
￭ Sets-up the packet parsing workflow
￭ Your job: finish implementing the 

function parsePacket()
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Recap: Scapy Fundamentals

￭ Python API for programmatic 
packet capture and analysis
￭ Think of it as “Wireshark in API form”

￭ We provide skeleton code template
￭ Sets-up the packet parsing workflow
￭ Your job: finish implementing the 

function parsePacket()

￭ You may also add additional code
￭ E.g., global variables or data structures
￭ E.g., printing functionality in main()
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Recap: Scapy Fundamentals

￭ Only a few things you’ll need…
￭ Get a packet’s TCP flags:

￭ Get a packet’s destination port

￭ Get a packet’s source IP address

￭ Get a packet’s TCP payload:

34

packet[“IP”].src

packet[“TCP”].dport

bytes(packet["TCP"].payload).decode('utf-8','replace')

packet[“TCP”].flags
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Recap: Suggested Workflow

￭ Before you start writing a Scapy script, 
inspect the trace manually via Wireshark
￭ Super helpful for viewing a packet’s contents
￭ Use this to bootstrap your script’s approach! 
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Recap: Suggested Workflow

￭ Before you start writing a Scapy script, 
inspect the trace manually via Wireshark
￭ Super helpful for viewing a packet’s contents
￭ Use this to bootstrap your script’s approach! 

￭ For each target, answer the following:
￭ What packet fields matter?
￭ How to extract relevant data?
￭ How to store and process this data?
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Recap: Suggested Workflow

￭ Before you start writing a Scapy script, 
inspect the trace manually via Wireshark
￭ Super helpful for viewing a packet’s contents
￭ Use this to bootstrap your script’s approach! 

￭ For each target, answer the following:
￭ What packet fields matter?
￭ How to extract relevant data?
￭ How to store and process this data?

￭ Finalize your high-level game plan first!
￭ Then start developing your solution scripts!

37



Stefan Nagy

Questions?
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This time on CS 4440…

39

Election Cybersecurity
Voting Technology

Computerized Voting
Attacking Voting Systems
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Elections

￭ Why have them?
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Elections

￭ Why have them?
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What Security Requirements do 
election systems need to enforce? 
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Requirement #1: Integrity

￭ Goals: ???
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Requirement #1: Integrity

￭ Goals: outcome matches voter’s intent
￭ Votes are cast as intended
￭ Votes are counted as cast
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Requirement #1: Integrity
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Requirement #1: Integrity

46

Must convince loser that they lost
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Requirement #2: Confidentiality

￭ Goals: ???

47



Stefan Nagy

Requirement #2: Confidentiality

￭ Goals: nobody can figure out how you voted
￭ … even if you try to prove it to them
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Requirement #3: Authentication

￭ Goals: ???
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Requirement #3: Authentication

￭ Goals: 
￭ Only authorized voters can cast votes
￭ Each voter can cast at most one vote
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Requirement #4: Availability

￭ Goals: ???
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Requirement #4: Availability

￭ Goals: 
￭ All authorized voters have opportunity to vote
￭ System is able to accept all votes on schedule 
￭ System can produce results in a timely manner
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Tension Between these Properties
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Ballot Integrity Ballot Confidentiality

Voting Availability Voter Authentication
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Early Voting Technology
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Voice Voting
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Voice Voting
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Voice Voting
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Voting by Ballots
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Voting by Ballots
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Voting by Ballots
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Weaknesses?
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Ballot Boxes
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SEAL
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Ballot Boxes
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Ballot Boxes
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Countermeasures?
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Ballot Boxes
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Voting Machines
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Voting Machines
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Voting Machines
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Voting Machines
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Computerized Voting
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Early Computer-based Voting

70

DRE Machine Optical Scanner
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Optical Scanning
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+=



Stefan Nagy

Optical Scanning
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Optical Scanning
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Attacks against Computerized Voting
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Sequoia AVC
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Sequoia AVC
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Attacking the Sequoia AVC
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Attacking the Sequoia AVC
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Return-oriented Programming (ROP)
Use code gadgets to achieve functionality
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Diebold DRE
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Reverse Engineering the Diebold DRE
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Reverse Engineering the Diebold DRE
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Reverse Engineering the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Attacking the Diebold DRE
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Ben:    000
George: 000
Ben:    010
George: 000
Ben:    010
George: 990
Ben:    010
George: 991
Ben:    010
George: 992
Ben:    010
George: 993
Ben:    010
George: 994
Ben:    010
George: 995
Ben:    010
George: 996
Ben:    010
George: 997
Ben:    010
George: 998
Ben:    010
George: 999
Ben:    010
George: 000

Attacking the Diebold DRE
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Attacking the Diebold DRE
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Other Machines
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Other Machines
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Every examined machine 
has critical security flaws!
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Other Machines
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Internet-based Voting

￭ Risks?
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Internet-based Voting

￭ Risks?

97

Web Vulnerabilities

Malware

Fraudsters

Denial of Service
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Internet-based Voting

￭ Risks?
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Web Vulnerabilities

Malware

Fraudsters

Denial of Service
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Post-election Auditing
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Post-election Auditing
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Redundancy + multiple failure modes = greater security

But… redundancy only helps if we use both records!
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Post-election Auditing

￭ Better ideas?
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Questions?
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Next time on CS 4440…
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Side Channel Attacks & Hardware Security


